P 4\} yn. OnbxoBckas, a. 4
%}; r. MockBa, 105066

= +7 499 110-25-34
BI.ZONE info@bi.zone

Cybersecurity www.bi.zone

Bl.ZONE Secure SD-WAN
[TpMeYvYaHuna K pennsy
1.6.1



-~ BI.ZONE Secure SD-WAN
%@: BI.ZONE MpnmeyvaHusa K pennsy 1.6.1
%

HoBble BO3MOXXHOCTU U yNy4dlleHnNs

B naHHoM Bepcun fobaBneHbl cnefyowme BO3SMOXXHOCTU U YAYYLIEHNS:
ID OnucaHue

4408 OobaBneHa BO3MOXKHOCTb 06beanHeHNS Tpex [M1aThopM B peXXMM 0TKa3oyCTONYNBOro
KnacTtepa no mogenn Active/Backup/Arbiter

5316 Moppep>xaHa BO3MOXKHOCTb A00aB/IeHNSA HECKOJIbKNX 30H Ha CTpaHuue gobasneHuns
npasuna VNF Firewall
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CoBMeCTUMOCTb

PeweHune Bl.ZONE Secure SD-WAN nogaepxuaeT paboTy COBMECTHO CO Ceaytowmm
CTOPOHHUM MO:

Tun HaumeHoBaHue Bepcus
Beb6-6paysep Mozilla Firefox 95 u BbIWe
Google Chrome 92 u BblLLe
OC (NnaTdgopma) Ubuntu 20.04
BupTyanusauus Qemu 4.2.1
VMware ESXi 6.0,6.5,6.7, 7.0

Mnatdopma Bepcun 1.6.1 nognoep>xmBaeT ynpaBseHne annapaTHbiM 06bopyaoBaHNEM U
BUpPTYaibHbIMU MawmnHaMmu CPE cnefyolmx Bepcuii:

* CyberEdge OS Bepcun 1.5.6

* CyberEdge OS Bepcun 1.6.0

* CyberEdge OS Bepcum 1.6.1

BHuMaHue

Bepcusa npowmBkn CPE He noskHa 6biTb Bbile Bepcum Mnatdopmbl! Heobxognmo
cTporo cobntogaTh cneaywLwmn nopsaok obHoeneHus: NMnatgdopma -» CPE -» VNF
Firewall.
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YCTpaHeHHble HeJoCTaTKK

B naHHOW BEpCUM YCTpPaHeHbl cnenylowme HegoCcTaTKU:

ID

4192

5620

5098

4253

5099

4183

5498

5884

4231

6351

4631

6470

OnucaHue

NcnpaBneHa owmnbka, U3-3a KOTOponr yaaneHue 3anncen B ACL 661710 HEBO3MOXKHO

NcnpaBneHa owmnbka, n3-3a kotoporn WI He mor KoppekTHO obpaboTaTb coobuieHne o6
ownbke gns npasuia C nepecekarLnMmucs npepukcamm

NcnpaBneHa owmnbka, Npm KOTOPON OJ19 HEKOPPEKTHOW 30HblI B HEOJAHO3HAYHOM
(ambiguous) npaBune otobparkancs eé ID BMeCcTo MMeHNn

NcnpaBneHa owmnbKa, n3-3a KOTOPOW COOBLLEHMS C IOFOM HE OTMPaBAAINCE BO BHELLIHWUIA
nor-cepsuc nocne ypnasneHna LAN-cetn

VcnpasneHa owmnbka, npu KOTOPOW AA yAaJeHHOro CEPBUCA B HEOAHO3HAYHOM
(ambiguous) npaBune oTobparkascs ero ID n HekoppekTHoe coobLieHne 06 ownbke

NcnpaeneHa owmnbKa, U3-3a KOTOPOW NMpu pefakTUpPOBaHNM CTPaHULbl HACTPONKK
nHTepdenca nponcxoansao ee obHoBneHMe, NpuBoasLLee K COpoCy BHECEHHbIX
n3MeHeHnn

NcnpaBneHa owmnbka HEKOPPEKTHOrO Noncka MecTa pa3smeuteHns CPE

WcnpaBneHa owmnbka, npn KoTopon aobaBneHne aHOHCMPYEMOro CTaTUYECKOro
MapuwpyTa, coBnagatouwero ¢ WAN-ceTblo, NpnBoAnIo K HegocTynHocTn WAN

NcnpaBneHa ownbka HEBO3MOXXHOCTU U3MeHUTb nNpaBuao VNF Firewall ¢ penctenem NAT
Ha ntoboe apyroe gencrene

NcnpaBneHa owmnbka, U3-3a KOTOPOW BbiMadatlollee MEHIO He OTKPbIBAJIOCh MPU HaxkaTun
Ha MKOHKY CTPeNiKM B noJie Bbibopa MMMUTa KOIMYECTBa 3anncen Ha cTpaHuue Active
Sessions

NcnpasneHa owmnbka, Npy KOTOPOW NpW MpeBbIlEHNN AAMHBLI onucaHnsa nopTta CPE, B Ul
oTobparkasnocb He4YnTaemoe AJis Nonb3oBaTeNs coobuieHne



BlI.ZONE Secure SD-WAN

)
({@’% BI.ZONE MpnmeyvaHusa K pennsy 1.6.1
s

ID

5691

5062

5666

5043

2927

OnucaHue

WcnpaBneHa owmnbka, npn KoTopon oTobpakeHne LAN-ceTen B Ul BbIIeTaNo 3a rpaHunLLbl
BUANMOCTH

NcnpasneHa ownbka npu npoLiecce KOMOUHUPOBaAHHOro obHoBeHns CPE

NcnpasneHa owmnbka, npu KoTopon kKoHpurypauma VNF He npruMeHanack C NepBoro pasa
npu akTnsauumn CPE

NcnpasneHa owmnbka, Nnpn KOTOpor HeogHO3Ha4yHoe (ambiguous) npasBunio B cocTase Rule
Group He BbloensAnoch

NcnpaBneHa ownbka, Npu KOTOPOM KHOMKa Save Ha CTpaHuULe BCcerga ocTaBasacb
aKTuBHOM: Security Orchestrator - VNFs - firewall - Bknagnka System

NcnpaBneHa owmnbka ¢ yTedkamum naMmaTn npu 60abLIOM KonmM4yecTBe CobbiTUI Ha
cTpaHuue: Security Orchestrator —» Analytics
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I3BeCTHbIe orpaHn4yeHuns

B DaHHOWM BepCUN M3BECTHbI CNefyoLWmne orpaHNyYeHmns, pelleHne KoTopbix NaaHNpyeTCs B

nocnenywlmnx Bepcnsax:

OrpaHu4yeHue

3aBUCUMOCTM
yaoansemoro CPE

RSTP

Live-cHanwoTbl

OnucaHue

CPE He 6yneT No/NHOCTbLIO yaaneHo n byaget otobpaxkatbcs B Ul, Nnoka B
NMpoeKkTe eCTb OTK/toYeHHble CPE, Ha KOTOpPbIX elwé He yaaeHbl Koy
(byneT ckpbITO B 6y ayLLIMX BEPCUSAX)

OTKI0YEHO ynpaBneHne HacTponkamm RSTP

Co3paHue live-cHanwoTOB C CoXpaHeHnem coctosHns RAM B cpene
BMpTyanusauunm (Hanpumep: VMware, Proxmox, KVM un ap.) He
nogaepxusaetca MnaTtgopmon. [lonyckaeTca co3faHne TONIbKO ONCKOBbIX
CHanwoToB 6e3 CoOXpaHEHUS COCTOSAHUS MaMSATU, NPU YCJI0BUN NOOAEPKKN
TexHosnorum Zero-copy U oTCyTCTBUS Aerpagaunm Npon3BoanTebHOCTHU
(IOPS) Ha ypoBHe runepsusopa
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PekoMeHaauUWM K JaHHOMY penmnsy

Ona rapaHTupoBaHHom paboTbl NpaBun SO Heobxogmnmo obHoBUTL VNF Firewall go Bepcun 1.6.1
cpa3y nocne obHoBneHud Mnathopmbl n CPE.



	Примечания к релизу 1.6.1
	Новые возможности и улучшения
	Совместимость
	Устраненные недостатки
	Известные ограничения
	Рекомендации к данному релизу


